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Alrcralit Communication: SyStens
A “Big”® Concern Prier Sep 11, 2001
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September 19, 2001 New York Region
THE PLANES The New Hork Times

Design Goal: Keeping Jets From Misuse as
Missiles

By KENNETH CHANG

I n the aftermath of the attack on the MULTIMEDIA
World Trade Center, aviation experts

have begun considering changes in :
aircraft design that would help prevent on America
terrorists from turning passenger

airplanes into kamikaze weapons. ™ Images of Terror

™ Interactive Feature: Attnck

[ "B~ short term, di

Security

Today — A LSS off InNGCENCE M :borstory

James K. Coyne, president of the National Air Transportation
Association, said that such a system could also be used to thwart
terrorist attacks, by defining forbidden zones in the computer database.

Mr. Coyne also said that two-way radios between pilots and air-traffic
controllers, essentially unchanged for decades, should be upgraded to a
state-of-the-art, high-bandwidth wireless network. Transmittable data
could include video of what was happening inside the plane as well as
the information now captured by the black box flight recorders.
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Infrmatn

What are the safety |ssues for ‘
ajrcratt? (cont.)

Secure and reliable aircraft communication
Air-to-air 2-way communications
Air Traffic Control radar transponder

Cockpit Voice Recorder 0
This is where

Flight Data Recorder Information Systems
Security plays a big roll
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Alrcraiit Communication: SyStems
Circa 1996 (but might as welllbe 1956)
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ADF = automatic direction finder
DME = distance-measuring equipment
VOR/LOC = VHF omnidirectional range localize
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Landing: Glideslope and Localize
1. Essential to navigation/flight sa fety

2. Essential to aviation system security
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Some ClirrentAVIONICS: "

SY SIEMS! (cont:)

Weather Radar®
Marker Beacon(1.2)
Collision avoidance (proposed new systems)t
Cockpit Voice Recorder (“black box”)2)
Flight Data Recorder (“black box™)®

Airphone (satellite telephone)

Passenger entertainment system (Music,
Video)

Essential to navigation/flight safety
Essential to aviation system securlty
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Lets remoeve nawgatlon/fllght
safety systems and ISSUES; from
our diseussion

Why?

This has been the focus of government and
iIndustry effort and resources for many years

Both government and industry have done a good
job of this

From the issue of navigation/flight safety, flying has
never been safer
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Current AvioniiE YA -

Information: System; Security ‘

ey Ratlio (it

Radar Transponder (air-to-ground)
Cockpit Voice Recorder (“black box™)
Flight Data Recorder (“black box™)

"he cockpit does not have a “silent alarm™

Infrmatn
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Back groun d C
The Eirst Communication Systems LS*

s ey Radio (airoaruni
Amplitude Modulation (no security)
No protection against jamming and interference
No protection against eavesdropping

No protection against spoofing (false
communications)

The original cockpit had no transponder or voice recorder
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The First Communication; yS t en m S

Alir-to-Alr L

R Air-to-Ground
2-Way Radio (air-to-ground, air-to-air) =

MF or VHF 2-way AM Radio == AiIrTraffic
. . B Control
NO voice security

***t 1s still this way today! E
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Backgou nd
Current Iransponader: System

Air-to-Ground

== Ajr Traffic
Can be turned off B Control
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any time (as oft
Can be turned off in the

transponder whic hisa“prc

UL AR Lt S L LR ek




Infrmatn

Backgreun d
Current Voice and bata Recorders

Stand-Alone System

Does not communicate
with ground stations

Frequently cannot be Cockpit Voice and
found or is damaged beyond Flight Data Recorders
recovery
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Infrmatn

the new’ Natiofial A| rs |. a e

New multi-mode digital radios for v0|ce and data N
communications among pilots, controllers, and ground
facilities (2008-2015)

Automatic dependent surveillance-broadcast (ADB)
avionics that transmit the GPS-based position, velocity,
and intent information to ground stations (air-to- ground)
and other aircraft (air-to-air)

Multi-functional cockpit displays to improve situational
awareness.

Terrain awareness warning system (TAWS)
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QUESTIONS?

Steve F. Russell
sfr@iastate.edu
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